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4.2 Security review and audit

SERVICE WHAT'S INCLUDED RUSSIAN MARKET INREALLAB UNIT
Application security architecture, review of $1,300 - $5,000 $1,500 - application
review critical code, $4,400

authentication/secrets
Express OWASP Top-10  automated scan + man- $750 - $2,500 $900 - system

ual validation, checklist $1,900
Code audit (SAST + static analysis, walk- from $1,900 from $20 project/hour
manual) through of findings, /hour or

recommendations $1,900 -

$8,800

Infrastructure audit review of servers/net- $1,900 - $7,500 $1,900 - project

work/access, CIS $6,300

hardening
Cloud audit IAM, network policies, $1,900 - $6,300 $1,900 - environment
(Yandex/VK/K8s) storage, secrets $5,000
Threat modelling attacker model, threat $1,300 - $4,400 $1,300 - system
(STRIDE) map, priorities $3,800
DevSecOps implemen- maturity audit, scan- audit from $900; imple- audit from project/month
tation ners integrated into the mentation from $2,500; $900 / imple-
(SAST/DAST/SCA in pipeline, gate policies, ongoing support from mentation
Cl/CD) alerts, ongoing support  $1,200/month from $2,500 /

— reinforces the "devel- ongoing sup-

opment + security in port from

one team" proposition $1,200/mont

h

SUB-SERVICE RUSSIAN MARKET INREALLAB UNIT
Active Directory security audit $1,900 - $6,300 from $1,900 domain
(hardening, BloodHound)
Database security audit (Post- $750 - $3,200 from $750 database
greSQL/MSSQL/MySQL — hard-
ening, privileges, encryption)
Server hardening to the CIS $190 - $750 per host from $190 host

Benchmark (per host)



SUB-SERVICE RUSSIAN MARKET INREALLAB UNIT

CMS security audit (1C-Bitrix / $190 - $1,000 from $250 website

WordPress)

Logging and detection readi- $1,000 - $3,200 from $1,000 infrastructure

ness audit (SIEM readiness)

Compromise assessment $1,900 - $7,500 from $1,900 infrastructure

(check for signs of

compromise)

Security code review as a ser- $20 - $45 /hour or from from $20 /hour / hour/month

vice (embedded in sprints, PR $1,200/month from

review) $1,200/month

2.9 Microservices, architecture, legacy migrations

SERVICE SCOPE RUSSIAN MARKET INREALLAB UNIT

Architecture audit and diagram, service $1,900 - $6,300 from $1,800 project

design boundaries, roadmap

Microservice 1 service + API + tests + $3,200 - $11,500 from $2,900 service

development deployment

Queues and event bus Kafka/RabbitMQ, asyn- $2,500 - $7,500 from $2,400 project
chronous exchange

Legacy audit + migra- code/data analysis, $1,300 - $5,000 from $1,200 project

tion plan risks, roadmap

Data migration database transfer, $1,900 - $10,000 from $1,800 project
cleanup, mapping

Move to a new stack refactoring/rewriting $10,000 - $62,500 from $9,400 project
modules

Move to the cloud / im- migration to Russianin-  $3,800 - $25,000 from $3,500 project

port substitution frastructure and open
source

SUB-SERVICE RUSSIAN MARKET INREALLAB UNIT

Monolith decomposition (ex- $3,800 - $19,000 per extracted  from $3,500 domain/module

tracting bounded contexts, domain/module

strangler fig)

Anti-corruption layer / $1,900 - $6,300 from $1,800 project

adapters between legacy and

new services

Reverse engineering + docu- $1,000 - $4,400 from $1,000 project

mentation of legacy code

Refactoring of a legacy module $1,300 - $7,500 per module from $1,200 module

(module by module)



SUB-SERVICE

Covering legacy with tests
(characterisation / regression
tests before migration)

Language/framework version
upgrade (PHP 5->8, Python
2->3, Java/Node upgrade)

Database import substitution
(Oracle/MS SQL - PostgreSQL)

Application containerisation
(Docker, Dockerfile, docker-
compose)

Kubernetes cluster setup
(managed —
Yandex/VK/Selectel)

Development of Helm charts /
deployment manifests

CI/CD pipeline for microser-
vices (GitLab
Cl/Jenkins/ArgoCD, GitOps)

Infrastructure as code
(Terraform/Ansible)

Monitoring setup (Prometheus
+ Grafana, alerting)

Centralised logging (ELK /
Grafana Loki)

Distributed tracing / observ-
ability (Jaeger, OpenTelemetry)

API| Gateway (Kong / KrakenD /
Tyk) — setup

Service mesh (Istio / Linkerd) —
implementation

Event-driven architecture:
Event Sourcing / CQRS

Fault tolerance and HA (repli-
cation, failover, zoning)

Load testing and capacity
planning

Secrets management (Hashi-
Corp Vault) — setup

RUSSIAN MARKET

$1,000 - $5,000

$1,900 - $11,500

$2,500 - $19,000

$650 - $3,200 per application

$1,300 - $5,000 (managed);
bare metal $3,800 - $15,000

$380 - $1,900 per set of

services

$1,000 - $5,000

$1,300 - $6,300

$750 - $3,800

$750 - $3,200

$650 - $2,500

$1,000 - $4,400

$1,900 - $7,500

$3,200 - $15,000

$1,300 - $6,300

$1,000 - $5,000

$500 - $2,500

INREALLAB

from $1,000

from $1,800

from $2,400

from $650

from $1,500

from $500

from $1,200

from $1,300

from $900

from $900

from $750

from $1,000

from $1,900

from $2,900

from $1,300

from $1,000

from $650

UNIT

project

project

project

application

cluster

project

project

project

project

project

project

project

project

project

project

project

project



3.4 Infrastructure, DevOps, SRE

SERVICE CONTENTS RUSSIAN MARKET INREALLAB UNIT
Cl/CD setup pipelines, automated $1,300 - $6,300 from $1,500 project
tests, auto-deploy,
secrets
Containerisation and Docker, Helm, cluster, $2,500 - $11,500 from $3,200 project
K8s ingress, autoscaling
Infrastructure as Code Terraform/OpenTofu, $1,900 - $8,800 from $2,300 project
Ansible, environments
Monitoring and alerting Prometheus+Grafana, $1,300 - $7,500 from $1,700 project
logs, tracing, SLO/SLI
Russian cloud setup networks, $1,900 - $10,000 from $1,900 project
(Yandex/VK/Selectel) VMs/managed services,
backups, access,
optimisation
Cloud migration audit, plan, pilot, migra-  $3,800 - $37,500 from $3,800 project
tion, optimisation (pilot from
$1,900)
Highload infrastructure load balancing, au- from $6,300 from $6,300 project
toscaling, HA database,
CDN, DR
Load testing scenarios (k6/JMeter), $1,900 - $10,000 from $1,900 cycle
runs, profiling, report
DevSecOps (in- secrets (Vault), scan- $1,900 - $8,800 from $2,300 project
frastructure hardening) ners, WAF, hardening,
IAM/RBAC
Testing (QA) functional + regression release-based from from $1,900 project

Penetration testing / application security audit — see section 4 "Information security" (dedicated catalogue). DevSecOps in

+ automated tests; re-
lease-based/one-off or
automation

$1,900; automation

from $3,200

CI/CD (SAST/DAST/SCA) — see 4.2. Al/LLM integration (assistants, RAG, agents) — see 8.5.

SUB-SERVICE RUSSIAN MARKET INREALLAB UNIT
Turnkey server/VPS setup $190 - $900 from $320 server
(initial)

Moving an application/website $130 - $750 from $250 project
to another server or hosting

provider

SSL/HTTPS setup + reverse $40 - $380 from $130 project
proxy (nginx/Traefik)

Express infrastructure audit $650 - $3,800 from $1,000 project

(health check, checklist)



SUB-SERVICE
Backup setup + DR plan

Self-hosted K8s cluster instal-
lation (kubespray / bare metal)

Kubernetes cluster audit (secu-
rity, resources, cost)

Helm chart development /
packaging an application into
Helm

Ingress + cert-manager + TLS
automation setup

Service Mesh implementation
(Istio / Linkerd)

GitOps implementation (Ar-
goCD / FluxCD)

Artefact repository setup
(Nexus / Harbor / JFrog)

Cl/CD migration between sys-
tems (Jenkins - GitLab Cl etc.)

Self-hosted runners / build
agents setup + build speed-up

Terraform module development
/ refactoring

Centralised logging (ELK /
OpenSearch / Loki)

Distributed tracing (Open-
Telemetry / Jaeger / Tempo)

Grafana dashboard develop-
ment / Zabbix setup

Secret management (Hashi-
Corp Vault / OpenBao)

Cloud cost optimisation (Fin-
Ops / rightsizing)

Database fault tolerance (Post-
greSQL HA / Patroni /
replication)

Replacing the K8s platform
with a Russian one (Deckhouse
/ migration off OpenShift)

Outsourced DevOps engineer
(part-time retainer)

RUSSIAN MARKET
$500 - $3,800

$2,500 - $11,500

$1,300 - $5,700

$380 - $3,800

$380 - $2,300

$1,900 - $8,800

$1,300 - $5,700

$650 - $3,500

$1,300 - $6,300

$380 - $2,500

$750 - $5,000

$1,300 - $5,700

$1,000 - $4,400

$380 - $2,500

$1,000 - $4,400

$1,300 - $6,300 or a % of the

savings

$1,300 - $6,900

$3,800 - $19,000

$40 - $75/hour; part-time from
$1,300 - $3,800 / month

INREALLAB
from $750

from $3,200

from $1,500

from $650

from $600

from $2,500

from $1,700

from $900

from $1,700

from $650

from $1,200

from $1,500

from $1,300

from $600

from $1,300

from $1,500

from $1,900

from $4,400

from $1,500 /

month (or from

$45/hour)

UNIT
project

cluster

project

chart

project

project

project

project

project

project

project

project

project

project

project

project

project

project

month/hour



- Kak HauaTtb

BecnnaTHbIi pa36op 3agauu. [1o CMeTbl — CO3BOH U pas6op: YTO peanbHO HY>XKHO, YTO MOXHO He fenaTb cenyac, rae AeHoru. Mo
NTOry — GUKCMpPOBaHHaa CMeTa, MNJaH No aTanam 1 CPOoKM.

e Onnarta noatanHas: aBaHc 30-50%, nanee no atanaM; aboOHEHTCKME YCNYrn — MOMECSYHO.

o TlapaHTuAa: ycTpaHeHne gedekToB 6ecnnaTtHoO 3-12 MecsALEeB MO AOroBoOpY.

o CkupKa 3a NOJMHbIN LMKN: CalT + MapKeTUHT + Nogaep>KKa ogHOM KOMaHAoN — CKMAKa Ha pa3paboTky.
e CpouHocTb: +20-50% K 6a30BOM LieHe.

o PeknamHbin 6logxeT nnowanok (OupekT, VK, Telegram Ads v T.4.) onnadymBaeTca nnowanke Hanpsmyto U B CTOUMOCTb YCyr
He BXOOMuT.

e Bce LeHbl — cTapToBble «OT», B pybnax, 6e3 HOC. MTor 3aBUCUT OT 06bEMaA, CITOXXHOCTU 1 CPOKOB.

UM Yanaes PycnaH Padaanesuu - inreallab.ru LleHbl B pybnsax, 6e3 HOC - penicTBuTensHbl B 2026 rogy
+7 993 390-99-36 - wildgear@inbox.ru - t.me/rus_dikiy ®uHanbHasa cMeTa — nocne 6ecnnaTHoOro pastopa 3agayu



