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4.1 Penetration testing

SERVICE WHAT'S INCLUDED RUSSIAN MARKET INREALLAB UNIT
Web application pene- Manual OWASP testing, $1,900 - $10,000 $2,300 - project/system
tration test authorisation logic, re- $7,500

port with PoC,

recommendations
External penetration OSINT, scanning, ex- from $3,800 $3,200 - project
test (perimeter) ploitation of external $8,800

services
Internal penetration from the client's net- $4,400 - $15,000 $3,800 - project
test work, privilege escala- $11,500

tion, AD domain

takeover
Mobile application pen-  reverse engineering, $2,500 - $8,800 $2,800 - platform
etration test data storage, $6,900

traffic/APl, OWASP

MASVS
API security OWASP API Top-10, $1,900 - $7,500 $1,900 - project/API
assessment BOLA/IDOR, rate $5,700

Llimiting
Social engineering mailings, spoofed $1,900 - $6,300 $1,900 - campaign
(phishing/vishing) pages, metrics $5,000
Wi-Fi penetration test access point audit, in- $1,500 - $4,400 $1,500 - location

terception/cracking, $3,800

segmentation
Red Team (limited 1-2 vectors, targeted $19,000 - $50,000 from $19,000 campaign
scenario) scenario
Red Team (APT multi-vector attack, $19,000 - $150,000+ $31,500 - campaign (2-4 months)
simulation) stealth, SOC validation $100,000
LLM/AI service securi- OWASP LLM Top-10: scoped from $2,500; scoped from service
ty audit prompt injection, jail- full Al Red Teaming $2,500 / full

break, data leakage, ex-  from $12,500 from $12,500

cessive agency
Comprehensive "all-in- external + internal + so- from $12,500 $11,500 - project
one" penetration test cial engineering, single $31,500

report



SUB-SERVICE RUSSIAN MARKET INREALLAB UNIT
Retest / verification of $380 - $1,900 (usually 20-40% from $320 project/retest
remediation of the cost of the main penetra-
tion test); often includes 1 free
retest
Tool-based vulnerability as- $650 - $3,200 from $600 system
sessment (scan + manual vali-
dation, no deep exploitation)
Express penetration test of a $650 - $1,900 from $600 website
website / landing page / small
web application
ICS/SCADA penetration test $6,300 - $31,500 from $5,700 project
(industrial systems)
Penetration test of critical in- $5,000 - $19,000 from $4,400 facility
formation infrastructure (ClI)
facilities (under 187-FZ,
Russian critical infrastructure
law, for significant facilities)
Cyber test for banks/financial $6,300 - $25,000/year from $5,700 year/organisation
institutions (Central Bank regu-
lations 683-P/802-P, GOST
57580.1 — GOST is the Russian
state standard) — annual
Penetration test of remote $5,000 - $15,000 from $4,800 system
banking / mobile and internet
banking / payment gateway
Smart contract / Web3 / $3,800 - $37,500 (often priced from $3,800 contract/project
blockchain security audit in USD, depends on the volume
of code)
Active Directory penetration $1,900 - $6,300 (as a separate from $1,900 domain/forest
test (standalone vector: do- focused scope; usually part of
main takeover, Kerberos an internal penetration test)
attacks)
Kubernetes / container in- $2,500 - $8,800 from $2,300 cluster
frastructure penetration test
(Docker, registries, escape)
Thick client / desktop applica- $1,900 - $6,300 from $1,900 application
tion penetration test
Non-standard API penetration $1,500 - $5,000 (as a separate from $1,500 API
test (GraphQL / gRPC / SOAP / scope; more often a surcharge
WebSocket) on an APl /application test)
Stress / DDoS testing (re- $1,300 - $6,300 from $1,200 project
silience under load)
Physical penetration test (en- $2,500 - $10,000 from $2,300 facility/location

try to the site, bypassing ac-
cess control, tailgating)



SUB-SERVICE RUSSIAN MARKET INREALLAB UNIT
Purple Team (joint attack exer- $6,300 - $25,000 from $6,300 campaign
cises with the SOC/blue team,
detection tuning)
OSINT reconnaissance / analy- $1,000 - $3,800 from $900 report
sis of the company's digital
footprint (separate from a pen-
etration test)
Bug Bounty programme setup setup $1,900 - $6,300 + from setup from $1,500 project/month
and ongoing support (launch, $1,000/month for triage (boun- + from
scope, report triage) ties on top) $900/month
Continuous penetration testing $1,300 - $3,800/month from month
/ PTaaS (pentest as a service, $1,200/month
retainer)
PCI DSS penetration test (seg- $3,200 - $11,500 from $2,800 project
mentation + application/net-
work penetration test)
4.5 Training, bug bounty, ongoing support

SERVICE WHAT'S INCLUDED RUSSIAN MARKET INREALLAB UNIT
Secure development OWASP workshop, cas- $1,000 - $3,800 $1,000 - course/day
training (SSDLC) es from the project, $3,200

checklists, CI/CD
Security Awareness training modules, simu-  $650 - $3,200 $650 - programme
(anti-phishing) lated phishing cam- $2,500

paigns, metrics
Bug bounty programme setup, $750 - $2,500 + triage from $750 + project/month
launch/support scope, report triage from $380/month from

$380/month
Retest (remediation re-testing, report with 15-30% of the original 20% of the project
verification) statuses penetration test project (min.
$500)

VvCISO / security con- security strategy, con- $1,300 - $6,300/month from month
sulting (subscription) tractor oversight, $1,300/mont

roadmap h

Bug bounty — three budget lines: (1) setup + triage by inreallab (see the table); (2) the platform fee (Standoff Bug Bounty /
BI.ZONE); (3) the variable bounty fund paid to researchers (borne by the client). For reference: in 2025 Standoff paid out over
160 million ($400 researchers) and BI.ZONE 100 million ($75 reports).

SUB-SERVICE RUSSIAN MARKET INREALLAB UNIT
System threat modelling + $1,000 - $3,200/system from $1,200 project
workshop for the team

Threat model produced to the $380 - $3,200 from $750 document

FSTEC methodology
(document)



SUB-SERVICE

DevSecOps pipeline implemen-
tation (SAST/DAST/SCA in
Cl/CD)

Development process maturity
audit (SSDLC assessment, gap
analysis)

One-off simulated phishing
campaign (without an annual
platform)

Security Awareness — platform
subscription (per employee per
year)

Social engineering test (phish-
ing + vishing + physical
access), offensive

Tabletop cyber exercise (re-
hearsing incident response)

Cyber range / CTF training for
development and DevOps
teams

Development of a set of securi-
ty policies and procedures

Security maturity assessment /
gap analysis against a frame-
work (ISO 27001, NIST)

Responsible Disclosure / VDP
programme setup (without a
bounty fund)

Bug bounty report triage — paid
per report (instead of a
retainer)

Validation/analysis of an indi-
vidual vulnerability report
(third-party researcher)

One-off strategic vCISO securi-
ty session (without a
subscription)

ISMS implementation / prepa-
ration for ISO/IEC 27001 certifi-
cation (consulting)

Staff training on personal data
protection (152-F2)

Mentoring/ongoing support for
the client's security specialist
(retainer)

RUSSIAN MARKET

$2,500 - $10,000 + support

from $250/month

$1,900 - $6,300

$380 - $1,500/campaign

300 - $20/employee/year (vol-

ume discounts)

$1,000 - $5,000

$1,900 - $7,500

$1,300 - $5,000

$1,300 - $6,300

$1,900 - $7,500

$500 - $1,900

$40 - $190/report

$65 - $380

$380 - $1,900

$3,800 - $19,000

$380 - $1,900

$650 - $1,900/month

INREALLAB

from $2,500 +

from $250/month

from $1,700

from $380

from
250/employee/ye
ar

from $1,200

from $1,900

from $1,300

from $1,200

from $1,500

from $500

from $40/report
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from $380

from $650/month
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- Kak HauaTtb

BecnnaTHbIi pa36op 3agauu. [1o CMeTbl — CO3BOH U pas6op: YTO peanbHO HY>XKHO, YTO MOXHO He fenaTb cenyac, rae AeHoru. Mo
NTOry — GUKCMpPOBaHHaa CMeTa, MNJaH No aTanam 1 CPOoKM.

e Onnarta noatanHas: aBaHc 30-50%, nanee no atanaM; aboOHEHTCKME YCNYrn — MOMECSYHO.

o TlapaHTuAa: ycTpaHeHne gedekToB 6ecnnaTHo 3-12 MecsALEeB MO AOroBoOpY.

e CkupKa 3a NOJMHbIN LMKN: CalT + MapKeTUHT + Nogaep>KKa ogHOM KOMaHAoN — CKMAKa Ha pa3paboTky.
e CpouHocTb: +20-50% K 6a30BOM LieHe.

e PeknamHbin 6logxeT nnowanok (OupekT, VK, Telegram Ads v T.4.) onnadymBaeTca nnowanke Hanpsmyto U B CTOUMOCTb YCNyr
He BXOOMuT.

e Bce LeHbl — cTapToBble «OT», B pybnax, 6e3 HOC. MITor 3aBUCUT OT 06bEMA, CITOXXHOCTU 1 CPOKOB.

UM Yanaes PycnaH Padaanesuu - inreallab.ru LleHbl B pybnsax, 6e3 HOC - penicTBuTensHbl B 2026 rogy
+7 993 390-99-36 - wildgear@inbox.ru - t.me/rus_dikiy ®uHanbHasa cMeTa — nocne 6ecnnaTHoOro pastopa 3agayu



