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4.2 Security review and audit

SERVICE WHAT 'S INCLUDED RUSSIAN MARKET INREALLAB UNIT

Application security
review

architecture, review of
critical code,

authentication/secrets

$1,300 – $5,000 $1,500 –
$4,400

application

Express OWASP Top-10 automated scan + man‐

ual validation, checklist

$750 – $2,500 $900 –
$1,900

system

Code audit (SAST +
manual)

static analysis, walk‐

through of findings,
recommendations

from $1,900 from $20
/hour or
$1,900 –
$8,800

project/hour

Infrastructure audit review of servers/net‐

work/access, CIS
hardening

$1,900 – $7,500 $1,900 –
$6,300

project

Cloud audit
(Yandex/VK/K8s)

IAM, network policies,
storage, secrets

$1,900 – $6,300 $1,900 –
$5,000

environment

Threat modelling
(STRIDE)

attacker model, threat
map, priorities

$1,300 – $4,400 $1,300 –
$3,800

system

DevSecOps implemen‐
tation
(SAST/DAST/SCA in
CI/CD)

maturity audit, scan‐

ners integrated into the

pipeline, gate policies,
alerts, ongoing support

— reinforces the "devel‐
opment + security in

one team" proposition

audit from $900; imple‐

mentation from $2,500;

ongoing support from
$1,200/month

audit from
$900 / imple‐
mentation
from $2,500 /
ongoing sup‐
port from
$1,200/mont
h

project/month

SUB-SERVICE RUSSIAN MARKET INREALLAB UNIT

Active Directory security audit
(hardening, BloodHound)

$1,900 – $6,300 from $1,900 domain

Database security audit (Post‐
greSQL/MSSQL/MySQL — hard‐

ening, privileges, encryption)

$750 – $3,200 from $750 database

Server hardening to the CIS

Benchmark (per host)

$190 – $750 per host from $190 host



SUB-SERVICE RUSSIAN MARKET INREALLAB UNIT

CMS security audit (1C-Bitrix /
WordPress)

$190 – $1,000 from $250 website

Logging and detection readi‐

ness audit (SIEM readiness)

$1,000 – $3,200 from $1,000 infrastructure

Compromise assessment

(check for signs of

compromise)

$1,900 – $7,500 from $1,900 infrastructure

Security code review as a ser‐
vice (embedded in sprints, PR

review)

$20 – $45 /hour or from
$1,200/month

from $20 /hour /
from
$1,200/month

hour/month

4.3 Compliance

SERVICE WHAT 'S INCLUDED RUSSIAN MARKET INREALLAB UNIT

152-FZ (Russian data-
protection law) audit +
document pack

personal data survey,
protection level, full set

of internal regulations

$1,000 – $6,300 $1,200 –
$4,400

organisation

Personal data docu‐
ment pack only

policy, consent forms,

notification to the regu‐
lator (Roskomnadzor),

publication

$380 – $1,500 $440 –
$1,200

set

Bringing the business
into compliance with
152-FZ

organisational mea‐

sures, technical protec‐
tion of personal data

systems, certification

$2,500 – $19,000 $2,500 –
$11,500

project

GDPR gap analysis, DPIA,

policies, DPA

$1,900 – $8,800 $1,900 –
$6,300

project

187-FZ / CII, GOST
57580

categorisation, gap

analysis, roadmap

$3,800 – $25,000 from $3,800 project

Connection to
GosSOPKA, the state
cyberattack detection
system (CII)

connecting the CII facil‐

ity + ongoing support of
interaction with the na‐

tional coordination cen‐

tre NKTsKI (a separate
stage after categorisa‐

tion). The ViPNet gate‐
way at $750 – $2,500 is

bought by the client

and is not included in
our price

priced individually from $2,500 +
from
$500/month
(indicative, fi‐
nal figure af‐
ter review)

project/month

⭐  Software vulnerabil‐
ity analysis to EAL4
(GOST 15408)

for banks and fintech

under Central Bank re‐

quirements (683-P/757-
P/821-P): code analysis

+ documentation + de‐

veloper interviews

analysis from $6,400;

applicant documents

from $12,500; repeat
from $1,900

analysis from
$5,700 /
turnkey from
$10,000 / re‐
peat from
$1,500

project



SERVICE WHAT 'S INCLUDED RUSSIAN MARKET INREALLAB UNIT

PCI DSS — preparation
/ QSA support

SAQ + ASV scanning +
penetration test; sup‐

port through the QSA
audit

preparation from
$5,700; QSA audit from

$12,500/year

preparation
from $4,400 /
QSA support
from $10,000

project/year

Certification of state in‐
formation systems /
personal data systems
(FSTEC — the Russian
technical regulator, or‐
ders 17/21)

with a certificate of
conformity; opens ac‐

cess to public procure‐

ment (the final figure
depends on the number

of servers and the secu‐
rity class)

~$1,900 (simple) –
$12,500+ (distributed)

from $3,200 system

SUB-SERVICE RUSSIAN MARKET INREALLAB UNIT

Personal data processing notif‐

ication to the regulator

(Roskomnadzor) (filing /
update)

$40 – $190 from $90 filing

Information security / personal

data threat model (FSTEC 2021

methodology)

$170 – $1,900 from $500 system

Determining the protection lev‐

el of a personal data system
(classification report)

$130 – $500 from $190 personal data system

Assessment of the effective‐

ness of personal data protec‐

tion measures (mandatory
every 3 years)

$380 – $1,500 from $500 project

Assessment of harm to data
subjects (mandatory document

since 2023)

$100 – $380 from $130 document

Cross-border personal data

transfer notification +
justification

$130 – $650 from $250 project

Personal data consent forms,

cookie banner and consent

forms on the website

$130 – $500 from $150 website

Outsourced DPO / personal

data support on a monthly
retainer

$250 – $1,900/month from $320/month month

Staff training and briefing on

personal data processing

$190 – $750 from $250 group

Categorisation of a single CII

facility (per facility)

$380 – $1,900 from $500 facility

Inventory and compilation of

the list of CII facilities

$170 – $2,500 from $750 project



SUB-SERVICE RUSSIAN MARKET INREALLAB UNIT

Threat model for a significant
CII facility

$250 – $2,500 from $750 significant CII facility

Design of the security system

for a significant CII facility (or‐

der 239)

$3,800 – $19,000 from $4,400 project

GOST 57580 conformity as‐

sessment (external audit for
banks and non-bank financial

institutions)

$3,800 – $19,000 from $5,000 project

PCI DSS ASV scanning (quar‐

terly, accredited ASV)

$380 – $1,900/year from $500/year year

PCI DSS gap analysis (diagnos‐
tics without full preparation)

$1,300 – $3,800 from $1,500 project

Repeat / periodic FSTEC certifi‐
cation (certificate renewal)

$950 – $5,000 from $1,300 system

Certification of a single stand‐
alone workstation

$380 – $1,500 from $500 workstation

Compliance audit against

Presidential Decree No. 250

(security officer, powers)

$650 – $3,200 from $750 project

DPIA — data protection impact
assessment (GDPR,

standalone)

$1,000 – $3,800 from $1,200 project

Appointment of an EU repre‐

sentative under GDPR

$1,300 – $5,000/year (€$15 –

$50)

from $1,200/year year

Set of internal security regula‐

tions (security policy, proce‐
dures — not personal data)

$500 – $1,900 from $650 set

4.4 Protection and operations

SERVICE WHAT 'S INCLUDED RUSSIAN MARKET INREALLAB UNIT

WAF setup deployment, rules,

false positive tuning,
training

$1,000 – $5,000 $1,300 –
$3,800 + from
$250/month

project/month

DDoS protection anti-DDoS onboarding,
thresholds, tests

$380 – $1,900 +
subscription

$500 –
$1,500 +
subscription

project/month

Hardening (remediation
of findings)

closing vulnerabilities,

re-testing

$1,300 – $6,300 from $20
/hour or
$1,300 –
$5,000

project/hour

Incident response (IR) containment, forensics,

recovery, report

$1,900 – $12,500+ from $1,900 /
from $65
/hour

incident/hour



SERVICE WHAT 'S INCLUDED RUSSIAN MARKET INREALLAB UNIT

IR retainer
(subscription)

reserved hours, SLA 2–
8 h, playbooks

$650 – $3,800/month from
$750/month

month

Monitoring / SOC-lite logs, detection rules,

alerts, report

$750 – $5,000/month from
$650/month

month

Vulnerability
Management

regular scanning, priori‐

tisation, tracking

$380 – $1,900/month from
$380/month

month

SUB-SERVICE RUSSIAN MARKET INREALLAB UNIT

Audit and tuning of an existing
WAF (without deployment from

scratch)

$750 – $2,500 from $750 project

Virtual patching / custom WAF

rules

$380 – $1,500 from $380 rule/pack

API protection (WAAP) — setup $1,300 – $4,400 from $1,300 project

Anti-bot protection (bot

management)

$650 – $2,500 + subscription from $650 +
subscription

project/month

DDoS resilience stress test

(load testing)

$500 – $1,900 from $500 project

Rate-limit / geo-filtering setup

without a provider subscription

$250 – $750 from $250 project

Server/OS hardening to the CIS

Benchmark (per host)

$150 – $500 per host from $150/host host

Docker / Kubernetes hardening $1,000 – $3,800 from $1,000 project

Web server hardening + TLS /

security headers / CSP

$250 – $1,000 from $250 project

Active Directory / domain in‐
frastructure hardening

$1,300 – $5,000 from $1,300 project

Computer forensics / DFIR (per
drive image)

$650 – $2,500 per drive from $650/drive drive

Compromise Assessment
(check for hidden compromise)

$2,500 – $10,000 from $2,500 project

Ransomware recovery $2,500 – $19,000+ from $2,500 incident

Threat Hunting (one-off
engagement/sprint)

$1,900 – $6,300 from $1,900 sprint

Malware reverse engineering

(per sample)

$650 – $1,900 per sample from $650/sample sample

SIEM implementation (KUMA /

MaxPatrol SIEM / equivalent)

$5,000 – $37,500 + licences from $5,000 +
licences

project

Connecting a source to

SIEM/SOC (per source)

$65 – $250 per source from $65/source source



SUB-SERVICE RUSSIAN MARKET INREALLAB UNIT

EDR/XDR implementation and
setup

$1,900 – $10,000 + licences from $1,900 +
licences

project

Centralised log collection set‐

up (ELK / syslog / Graylog)

$1,000 – $3,800 from $1,000 project

One-off infrastructure vulnera‐

bility scan (network scan)

$380 – $1,500 from $380 project

Vulnerability Management sys‐

tem implementation (MaxPatrol
VM / RedCheck)

$3,800 – $25,000 + licences from $3,800 +
licences

project

Patch management / update
management (retainer)

$380 – $1,900/month from $500/month month



→ Как начать
Бесплатный разбор задачи. До сметы — созвон и разбор: что реально нужно, что можно не делать сейчас, где деньги. По
итогу — фиксированная смета, план по этапам и сроки.

Оплата поэтапная: аванс 30–50%, далее по этапам; абонентские услуги — помесячно.

Гарантия: устранение дефектов бесплатно 3–12 месяцев по договору.

Скидка за полный цикл: сайт + маркетинг + поддержка одной командой — скидка на разработку.

Срочность: +20–50% к базовой цене.

Рекламный бюджет площадок (Директ, VK, Telegram Ads и т.д.) оплачивается площадке напрямую и в стоимость услуг

не входит.

Все цены — стартовые «от», в рублях, без НДС. Итог зависит от объёма, сложности и сроков.

ИП Чапаев Руслан Рафаэлевич · inreallab.ru

+7 993 390-99-36 · wildgear@inbox.ru · t.me/rus_dikiy
Цены в рублях, без НДС · действительны в 2026 году

Финальная смета — после бесплатного разбора задачи


