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Ayaut 6e3onacHocTu LLM/AI-
cepBuca

KoMnneKcHbIN NEHTECT «BCE
cpasy»

OWASP LLM Top-10: prompt injection,
jailbreak, yTeuku, excessive agency

BHELLKa + BHYTPSAHKA + COLMHXEeHepus,
€OVHbIN OTYET

4.1 MeHTECT

YCNYrA YTO BXOOAMUT INREALLAB EOVUHULA

MeHTecT BEG-NpPUNOXeHUs PyuyHon nonck no OWASP, norvka aBTopu- 180 000 - 600 000 npoekT/
3aumm, oT4ET ¢ PoC, pekoMeHaaumm cuctema

BHewHui neHTecT (NnepumeTp) OSINT, ckaHVpoBaHuWe, aKcrnnyaTauns 250 000 - 700 000 npoexT
BHELLHNX CEPBUCOB

BHYTpEHHUI NeHTeCT M3 CETU KIMEHTa, NOoBbILLEeHME NpuBUne- 300 000 - 900 000 npoeKkT
rvn, 3axeaT ooMeHa AD

MeHTEecT MOGUNBHOIO NPUITOXKEHUSA peBepc, XxpaHeHne faHHbIX, Tpadpuk/API, 220 000 - 550 000 nnatdopma
OWASP MASVS

AHanus sawuwéHHocTu API OWASP API Top-10, BOLA/IDOR, rate- 150 000 - 450 000 npoekT/API
limiting

CouuorexHuuyeckoe (pumnHr/ paccbinKn, NOALENbHbIE CTPaHULbI, 150 000 - 400 000 KaMnaHus

BULLMHI) MEeTpUKM

MeHTecT Wi-Fi ayaouT ToYek, nepexeaT/B3MoM, 120 000 - 300 000 nokaums
cerMeHTauus

Red Team (orpaHM4YeHHbIN 1-2 BekTOpAa, LLeneBou cueHapum ot 1500 000 KaMnaHus

cLieHapui)

Red Team (uMutauus APT) MHOrOBEKTOpHas aTaka, CKPbITHOCTb, MPO- 2500 000 - 8 000 KaMnaHus
Bepka SOC 000 (2-4 mec.)

scoped ot 200 000 / cepBsuc
nonHbii ot 1 000 000

900 000 -2 500 000 npoekT

noa-ycnyra INREALLAB EOVUHULA
PeTecT / npoBepka yCcTpaHeHUs ya3BUMOCTEN ot 25 000 npoeKkT/peTecTt
MHCTpYMeHTanbHbIN aHanus yasBMMocTen (scan + pyyHasa ot 45 000 cucteMa
Banupaums, 6e3 rnybokon akcnnyaTaumn)

JKcnpecc-neHTecT canTta / NneHanHra / HebonbLlworo Beb- ot 45 000 cant
NPUNOXEHNS

MeHTecT ACY Tl / SCADA (NpOMbILIEHHbIE CUCTEMBI) ot 450 000 NpoeKT



noa-ycnvyra INREALLAB EOAUWHULUA

MeHTecT o6bekTOB KU (No 187-D3, onsa 3HaUMMBbIX o1 350 000 06bEKT
06bEKTOB)
KunbeptecT ons 6aHKoB/PUHAHCOBBIX opraHm3aumn (Mono- oT 450 000 rog/opraHmsauyms

»xeHue LIb 683-1/802-M, TOCT 57580.1) — eXxerofHblii

MeHTecT B0 / MOBUNBHOIO N NHTEPHET-6aHKa / NNaTéxX- ot 380 000 cuctemMa
Horo Lwno3a

AyOouT 3aMLLEHHOCTN CMapT-KOHTpakToB / Web3 / ot 300 000 KOHTPaKT/MpoeKT
OnoKYyenH
MeHTecT Active Directory (oTOenbHbIN BEKTOP: 3axBaT o- ot 150 000 OoMeH/nec

MeHa, Kerberos-ataku)

MeHTecT Kubernetes / KOHTEMHEPHOM MHDPACTPYKTYPbI ot 180 000 Knactep
(Docker, peecTpbl, escape)

MeHTecT Tonctoro knueHTa (thick client) / peckTon- ot 150 000 npunoxeHue
NPUIOXKEHNSA

MeHTecT HecTaHpoapTHbIX APl (GraphQL / gRPC / SOAP / ot 120 000 API
WebSocket)

Ctpecc- / DDoS-TecTupoBaHue (NpoBepKa 0TKa3oyCcToNnYn- ot 90 000 npoexT

BOCTM MOJ, Harpy3Kom)

dunanyeckmin neHTecT (MPOHMKHOBEHNE Ha 0OBbEKT, 06X0n, ot 180 000 ob6beKT/noKaumsa
CKYL, tailgating)

Purple Team (coBMecTHas oTpaboTka aTak ¢ SOC/blue ot 500 000 KaMnaHus
team, HacTpolika OEeTEKTOB)

OSINT-pa3Bepnka / aHanns undpoBOro criefa KoMrnaHum ot 70 000 OTYET
(oTOenbHO OT NeHTecTa)

HacTpolika n conpoBoxgeHue nporpaMmsl Bug Bounty HacTtpoiika ot 120 000 + ot 70 000/ npoeKT/Mec
(3anyck, ckoyn, Tpuax oT4ETOB) Mec

HenpepsbiBHbIN NeHTecT / PTaaS (NeHTecCT Kak cepBuc, ot 90 000/mec Mec
abOoOHEHT)

MeHTecT no TpeboBaHmam PCI DSS (segmentation + ot 220 000 npoeKkT

application/network penetration test)

4.5 O6yuyeHue, 6aréayHT1, ConpoBoXXaeHue

YCNYTA YTO BXOAMUT INREALLAB EAUHUUA
06yueHune 6e3onacHon paspaboTke BopkLwwon OWASP, keliCbl NPOEKTa, YeK-n- 80 000 - 250 000 Kypc/oeHb
(SsbLC) cThl, CI/CD

Security Awareness (aHTUPULLUHF) obyuvatoLme Mooynun, TPEHUPOBOYHbIE pac- 50 000 - 200 000 nporpamMmma

CblJTKU, METPUKN

3anyck/noppep)xka bug bounty HaCTpoOWKa NporpamMmMmbl, SCope, Tprax oT 60 000 + ot 30 npoekT/Mec
OTYETOB 000/mec
PeTecT (NnpoBepka ycTpaHeHu!s) NoBTOPHAas NpoBepKa, OTYET CO cTaTycamu 20% OT nNpoekTa NpoeKT

(mMuH. 40 000)



YCNYTA 4YTO BXOAUT

vCISO / UB-KOHCanTUHr (nognucka) cTpaTterunsa b, KOHTPOb NOAPAOYMKOB,

roadmap

oT 100 000/mec

EAUHULA

MecsL,

Bug bounty — Tpu ctaTbm GlogkeTa: (1) HacTporka + Tpuax cunamu inreallab (cMm. Tabnuuy); (2) koMmuceunsa NnaTPopMmel
(Standoff Bug Bounty / BI.ZONE); (3) nepeMeHHbIn GOoHA BbiNnaT 6arxaHTepaM (0T 3akasuumka). [ns cnpaBku: 3a 2025 . Ha

Standoff BeinnayeHo >160 mMnH £ (32 000 uccneposatenein), Ha BI.ZONE — 100 mnH £ (5 800 oT4éToB).

noa-ycnyra INREALLAB EAUHULA
MogennpoBaHue yrpo3 (threat modeling) cuctemsl + BOpK- ot 90 000 MpoeKT
LWon Ans KoMaHgbl

PaspaboTka Mopenu yrpos no metogmke GCTIK ot 60 000 OOKYMEHT
(DOKYMEHT)

BHegpeHue DevSecOps-koHBenepa (SAST/DAST/SCA B o1 200 000 + ot 20 000/mMec npoeKT/Mec
Cl/CD)

AyouT 3penocTu npoueccos pa3paboTku (SSDLC-accec- ot 130 000 npoeKT
CMEHT, gap-aHanua)

PasoBas TpeHMpoBoYHas duwMHroBasa kamnaHus (6es ro- ot 30 000 KaMnaHus
HoBon nnatdopMbl)

Security Awareness — nognucka Ha nnatdopMy (3a co- ot 250 £/coTpyaHuk/ron COTPYAHUK/rof,
TPYOHWKa B rof)

TecT Ha coumanbHYIO UHXeHepUio (PULLWHT + BULLHT + ot 90 000 npoexT
$unspocTyn), HacTynaTenbHbIN

LLITabHble knbepyueHus / tabletop (oTpaboTka pearnposa- ot 150 000 yyeHve
HUS Ha MHLUMOEHT)

KunbepnonuroH / CTF-TpeHWHr oasi KoMaHabl pa3paboTku n ot 100 000 MeponpusaTne
DevOps

Pa3paboTka KOMMeKTa NOANTUK 1 pernameHToB Vb ot 90 000 KOMMNNEKT
OueHka 3penoctn b / gap-aHanus no ¢penmBopky (ISO ot 120 000 npoeKkT
27001, NIST)

HacTporika Responsible Disclosure / VDP-nporpaMmesl ot 40 000 MpoeKT
(6e3 poHpa BbINNaT)

Tpnax oTyéTtoB bug bounty — onnaTta 3a oT4éT (BMecTo ot 3 000/0TuéT OTYUET
aboHeMeHTa)

Bannpauus/pasbop oToenbHOro otyéTta 06 ysa3BMMOCTU ot 5000 OTYUET
(CTOPOHHWI pecépuep)

PasoBas cTtpaTternyeckas Nb-ceccusa vCISO (6e3 ot 40 000 ceccus
rnoanuckun)

BHenpeHne CMUB / nogrotoBka k ceptudmkaumm ISO/IEC ot 250 000 NpoeKT
27001 (KOHCaNTUHT)

O6yyeHne COTPYAHMKOB 3aLlmTe NepCcoHanbHbIX OaHHbIX ot 30 000 KypcC

(152-03)



noa-ycnvyra INREALLAB EOAUWHULUA

MeHTOopUHI/conpoBoXxaeHne Mb-crneumanmcTa 3akasyumka ot 50 000/mec MecsL,
(aboHEeMEHT)



- Kak HauaTtb

BecnnaTHbIi pa36op 3agauu. [1o CMeTbl — CO3BOH U pas6op: YTO peanbHO HY>XKHO, YTO MOXHO He fenaTb cenyac, rae AeHoru. Mo
NTOry — GUKCMpPOBaHHaa CMeTa, MNJaH No aTanam 1 CPOoKM.

e Onnarta noatanHas: aBaHc 30-50%, nanee no atanaM; aboOHEHTCKME YCNYrn — MOMECSYHO.

o TlapaHTuAa: ycTpaHeHne gedekToB 6ecnnaTHo 3-12 MecsALEeB MO AOroBoOpY.

e CkupKa 3a NOJMHbIN LMKN: CalT + MapKeTUHT + Nogaep>KKa ogHOM KOMaHAoN — CKMAKa Ha pa3paboTky.
e CpouHocTb: +20-50% K 6a30BOM LieHe.

e PeknamHbin 6logxeT nnowanok (OupekT, VK, Telegram Ads v T.4.) onnadymBaeTca nnowanke Hanpsmyto U B CTOUMOCTb YCNyr
He BXOOMuT.

e Bce LeHbl — cTapToBble «OT», B pybnax, 6e3 HOC. MITor 3aBUCUT OT 06bEMA, CITOXXHOCTU 1 CPOKOB.
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